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Abstract—Inter-vehicle communication has attracted a lot of

attention in the past. A major concern is the security and

especially the integrity and authenticity of messages. Current

standards and proposals in literature leverage asymmetric cryp-

tographic mechanisms to achieve this, which is costly both

in terms of consumed computational power, bandwidth, and

introduced delay. We present a novel idea to use physical

characteristics of the wireless channel to verify subsequent

messages after initial trust in a first message has been established

cryptographically. In this paper, we sketch the concept and

provide a first evaluation on its potential for saving named

resources.

I. INTRODUCTION

Looking at security in communication systems, lower layers
of the communication system security and especially the
physical layer are often disregarded for solutions. Security is
introduced and implemented by means of cryptographic mech-
anisms only on the network layer and above. This comes at a
significant overhead which results from complex cryptographic
calculations and the need for additional security payload to be
integrated into packets. With this paper, we want to propose
an alternative approach that relies on physical-layer channel
characteristics for message authentication in Car-to-X (C2X)
communication.

One of the basic functionalities of envisioned C2X systems
is a periodic transmission of broadcast messages (so-called
beacons [1], [2]) in order to inform others about the sender’s
position, speed, heading and similar information.

In order for the receiver to distinguish whether the beacon
originated from a legitimate vehicle, an approach based on
ECDSA-based digital signatures and a public key infrastruc-
ture is currently proposed [3], where each vehicle is equipped
with an asymmetric key pair and a digital certificate where
the public key is amended with a number of attributes (e.g.,
lifetime, vehicle type, license plate number) and signed by the
certification authority [4], [5], [6]. The secret key is used to
sign all outgoing messages. The resulting signature, as well as
the sender’s certificate are attached to each message. Receivers
first check the signature for correctness and then check the
certificate. If both are valid, receivers will accept messages,
otherwise they are discarded.

This way, one can distinguish messages sent by valid
vehicles from arbitrary messages that were, e.g., generated and
sent by attackers using a laptop on the roadside.

Unfortunately, verifying the signature on the receiver side is
time and resource consuming [7], which increases the delay of
signaling a warning to the driver and requires more computing
power. In addition, digital signatures increase the packet size
significantly, leading to more collisions on the potentially
already congested channel. The considerable execution time
in creating or verifying signatures could be solved using more
powerful CPUs or Hardware Secure Modules (HSMs) [6]. A
drawback of these solutions is that they incur additional and
significant cost.

In this paper, we propose the idea of a novel and un-
orthodox approach for re-authenticating periodic messages
like cooperative awareness messages (CAMs) without these
drawbacks. Leveraging the unique physical properties of the
wireless channel between a specific sender and receiver, we
want to base authentication of subsequent packets on these
characteristics once an initial packet has been authenticated
cryptographically.

We also provide a preliminary “back-of-a-napkin” estimate
of our scheme’s effectiveness and resource savings, which we
aim to refine and verify in future research.

II. WIRELESS CHANNEL-BASED MESSAGE
AUTHENTICATION

A. Authentication in IEEE 1609.2 or ETSI 103 097

The authentication process as proposed in standards like
IEEE 1609.2 [3] or ETSI 103 097 [8] foresees that senders
generate digital signatures on packets to be sent and attach
these signatures together with an optional certificate to mes-
sages. The receiver then has to verify each received certificate.
The Elliptic Curve Digital Signature Algorithm (ECDSA)
[9], with the NISTp256 curve was chosen as cryptographic
underpinning.

This whole procedure increases transmission delay, requires
computational resources and increases packet size and thus
chance for collisions of packets on the wireless channel. Many
researchers have pointed this out in the past [4], and some [10]
even suggest to skip some of the security processing for the
sake of performance on a fraction of packets.

For some time, researchers on wireless security have been
considering exploiting characteristics of the radio channel to
design security mechanisms that are more lightweight. This
includes mechanisms that derive cryptographic keys [11], [12]
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Fig. 1. Wireless Channel Based Message Authentication.

or those which try to “fingerprint” a specific radio-module in
order to re-authenticate it in future encounters [13].

B. The proposed Scheme

We take a slightly different approach. Our new approach
considers (re)authentication of earlier communication partners
by characteristics of the communication channel. It is based
on the observation that a radio channel between transmitter
and receiver has a unique signature (for example defined by
multi-path propagation, Doppler shifts...), which is hard for an
attacker to guess or manipulate as long as the attacker covers
a different position in space than sender or receiver.

If it is possible to measure this channel signature and if
the channel signature is stable beyond messages–or we can
predict it a short time into the future–, periodic data packets
could be authenticated based on this channel signature. For
this purpose, a first beacon would be authenticated by means
of classical cryptography, establishing an initial trust anchor.

As long as the channel remains sufficiently stable between
this and a consecutive packet, all subsequent packets could
now be authenticated by the means of their channel signature
associated with the original transmitter. Costly cryptographic
verification processes may potentially be skipped altogether
for some packets.

The process is exemplified in Figure 1. A transmitter S
sends periodic messages. The first message has to be cryp-
tographically verified in any case in order to produce an
initial trust anchor. Thereafter, messages are only verified
cryptographically if the receiver trust at A or B in the packet
being delivered over the same channel falls below a certain
threshold. For receiver A, the third message needs to be
cryptographically verified while messages 3 and 4 need to be
verified for receiver B case.

Figure 2 shows a more detailed example. The signature of
packet 1 has to be cryptographically verified by the receiver;
leading to a trust level of 100% in this packet. For packet 1,
the receiver will also measure channel characteristics as a
baseline for the following packet. For the subsequent packet 2,
the same channel characteristics will be measured leading
to a confidence of 90% that the channel was indeed the
same. Likewise For packet 3, the receiver determines with

Fig. 2. The proposed scheme.

70% confidence level that the packet was sent over the same
channel as packet 2. Assuming that both measurements are
independent, we can calculate an overall trust level of 63% that
the sender of the third packet is the same as the first packet
sender which was cryptographically verified. This approach,
shown in Figure 2, is our basic scheme for wireless channel-
based message authentication. It assumes a linear dependency
between sequential packets.

There can be different variations of this method. One
could be assuming a Bayesian probability between the se-
quential packets from one sender, and the probability that
the last received packet comes from the first sender given
the dependency probability between sequential packets. Other
probabilistic models which could be used here are Markov
Chains or hidden Markov models. This is going to be explored
in our future research.

C. Channel Characteristics

For our scheme to work, we need to identify suitable
characteristics of the channel between the sender and the
receiver to identify the sender based on them without checking
the signature. Requirements for these characteristics include:

• Measurable: receivers need to be able to observe and
measure the specific characteristics

• Stable: the specific characteristics need to be sufficiently
stable and reliable beyond a number of packets so that
they can serve to conclude that two packets are actually
related.

• Unspoofable: attackers should not be able to spoof the
characteristics, luring receivers into accepting false pack-
ets.

We are currently evaluating various of these characteristics
with respect to their suitability to serve for wireless channel-
based message authentication. As part of this, we are looking
into different parameters which can potentially be gathered
from the physical layer:

• Average power of received signal
• Doppler spread
• Delay spread and distribution caused by multi-path prop-

agation
• Short- and long-term channel state information (CSI) or

channel impulse response (CIR)
• Exploiting beam forming systems to gather directivity

information of a signal.
All of these can be measured with more or less effort in

modern receiver architectures proposed for C2X. Stability is
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more of a concern as our scheme requires that the commu-
nication channel is relatively stable and somehow predictable
at least on short term. This is a challenging requirement in
vehicular networks in general due to the fact of the rapid
movement of vehicles. On the other hand, high periodicity
of messages from a sender of up to 10 Hz will shrink the
time between any two messages so that this may still be
applicable. Considering multi-path propagation, a noteworthy
feature in this regard is the distribution of received voltage at
the receiver side, which follows Rice distribution. Depending
on the ratio of the deterministic (LOS) component and the
statistical multi-path components, the distribution becomes a
Gauss distribution in the presence of a dominant deterministic
component. However, it becomes a Rayleigh distribution in
the absence of this component.

Whether spoofing is possible requires deeper analysis. In
general, one can assume that attackers will not be able to pre-
dict channels as their characteristics are so volatile. However,
knowing positions of sender and receiver may still allow the
attacker to estimate, e.g., the average Signal-Noise-Ratio.

D. Extracting Channel State Information

We suppose that using the channel state information or the
impulse response will provide us with the most significant
information about the channel environment. Not all types
of receivers which are currently planned for use in C2X
communication measure and calculate this parameter. This
has to be kept in mind, as it is the goal of our approach
to reduce the overall computational load of the C2X nodes
by reducing the amount of cryptographic signature checks.
The introduction of additional tasks in signal processing–like
the retrieval of channel information–has to be considered as a
trade-off and might undermine any performance gain.

In the last years some research work has been focusing on
improvements of the PHY layer in C2X systems compared
to a plain single-input/single-output (SISO) IEEE 802.11p
receiver. For example, multi-antenna systems using beam
forming to direct transmission power into a specific area
have been proposed [14], [15]. Also systems exploiting recent
advances in single-user or multi-user multiple-input/multiple-
output (MIMO) communication systems have been proposed
and studied [16], [17], [18], [19]. MIMO systems using
Orthogonal Space-Time Block Codes (OSTBC) similar to
IEEE 802.11n or IEEE 802.11ac, can be used to extend the
spectral efficiency of the communication system. This can
be used in two ways by making the communication more
robust or by increasing the data rate. Both aspects can be
very interesting for C2X communication when it comes to
reliable communication or to overcome congested channels.
The PHY layer in MIMO systems typically needs to have the
ability to estimate the channel state information (CSI) based
on pilot tones at least on the receiver’s side. This information
is required to separate the received data streams into parallel
channels.

Such information will be an interesting starting point to
evaluate our approach together with advanced PHY approaches

Fig. 3. The Enhanced Scheme.

like single-user or even multi-user MIMO systems which will
deliver the information we need intrinsically.

E. System Requirements

We propose this scheme for C2X communication, as C2X
shows some characteristics that make it very suitable for
our approach. We note that wireless channel-based message
authentication may also be suitable for other domains if the
requirements described in this section are fulfilled.

Generally, our scheme requires periodic transmission of
packets at a frequency that is high enough – in compliance
with the standards – to have multiple packets sent by one
sender before channel changes too significantly. Furthermore,
it is specifically suited for communication systems that have
broadcast communication among unpredictable sets of senders.
Our system also works if communication partners are stable
and known in advance. However, in this case, message au-
thentication solutions based on symmetric cryptography may
be better suited as one can more easily agree on session keys.

III. SCHEME VARIANTS

In the previous discussion we presented only the most basic
variant of our scheme. However, we also foresee many possible
enhancements.

One issue may be that the overall confidence that any packet
sender is the same as the first packet sender drops down
quickly below a value where you can rely on it to accept
packets. This would mean that receivers have to resort to
verifying signatures in order to re-establish cryptographic trust
again, reducing the efficiency of our scheme significantly.

As a solution, we could use multi-factor authentication
by combining the proposed scheme with another lightweight
cryptography scheme to enhance the authentication as shown
in Figure 3. This can be achieved by adding another light-
weight signature with very short key length in addition to
the ECDSA signature. So if the confidence level of wireless
channel-based authentication drops below a threshold, one
could in addition verify the light-weight signature in order to
increase the level of confidence while light-weight signatures
alone could be easily cracked by an attacker.

A second enhancement that we foresee makes use of a
prediction of movement mechanism [20], considering privacy
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aspects, in order to better estimate the channel characteristic
based on the new position of the sender. Information from
C2X CAM messages can help in predicting new positions and
also know important information like speed, heading, etc...

On the other hand, the proposed approach could be inte-
grated into misbehaviour detection frameworks [21] foreseen
for C2X systems such like position falsification detection in
VANETs. For example, if an attacker claims to be at position
X 0 while he is at position X and the obtained information
from the channel characteristics state that he is impossible to
be at the position X 0, then this can help to detect attacks.

IV. SUMMARY AND FUTURE WORK

The proposed scheme promises to reduce security overhead
in C2X communication systems. At the same time, we face
substantial challenges before being able to finally implement
and evaluate such schemes.

One challenge lies in time-variant scenarios such as commu-
nicating through unstable channel conditions due to the rapid
movement of participants. Here we are currently investigating
multiple channel characteristics and their stability in C2X
communication scenarios using simulations. To include signal
processing in C2X simulations, we can rely on an integrated
software-defined radio approach described in [22]. This allows
us to study channel characteristics, signal processing and
network behaviour in a holistic simulation framework based
on VEINS/OmNeT++. We also foresee practical experiments
with IEEE 802.11p networks.

Additional questions that we need to address include: Is
it possible for an attacker to spoof the channel to mislead
the receiver? How could the trust probabilities be developed?
How can the light weight crypto mechanism be designed?
How could their decisions be combined together? How can we
measure and evaluate the security level gained by our scheme?

Designing and evaluating the proposed scheme and an-
swering above questions require in-depth investigation and
cooperation between experts in IT security and experts in
wireless communication which is one of the goals of our
research.
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